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1 Introduction

In the current deliverable, we aim at providing a Higtel architecture description for the
spider antispit solutions. Based on the results achieved in the previous deliverables D2.1 and
D2.2, where respectively a spit threat analysis was performed and an overview of the current
antispit techniques was praled, the spider architecture is designed. In fact, a special care is
dedicated to extracting the major issues behind the persistence of spam. Accordingly, some
methods and algorithms are suggested for building the spider framework.

The Spider architecta has adopted a modular vision. This allows the proposed solutions to
be updated, upgraded and adjusted to the needs of the providers without any difficulty. This
generic architecture identifies two main layers. A detection layer where the spit detection
intelligence is distributed over different modules and a decision layer where the results
received from the detection layer are gathered and accordingly a decision is made.

As a first step, different intelligent modules are specified. In fact, some cortenbniques

such as white/black lists aduman Interactive Proofare redefined here because we think

that these techniques will certainly play an important role in the fight against spit in the future.
However, the spider project will implement theseht@ques in a more sophisticated way
taking into account the VolP specificities. In addition to that, some other modules employing
new concepts such as reputation and audio analysis are also considered which reflects the
creativity and innovation within ik project.

After introducing the detection intelligence through the mentioned modules, some instances
of the generic architecture are provided. The reason is to show that more than one solution
exist and a selection between the intelligent moddespossi bl e according
requirements and preferences. Indeed, for each identified use case, a high level, but detailed,
description of the overall architecture, the behavior of the involved modules as well as the
used interfaces are given.
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2 Overview of architecture

2.1 SPIT and Denial of Service (DoS) attacks

Given the traction Voice over IP has received the past years, traditional security concerns
have been mitigated within SIP. These concerns are slowly being directaddsopre
emptive awareness, recently manifestedSBWNS Top 20 Internet Security Attack Targets
This section limits itself to one area of concern, discussing briefly the difference between
SPI'T and Denial of Service (fiDoSo).

SPIT is not the unique threaf the current VolP infrastructures. DoS attacks are another one.
Although both have a negative impact on the VolP networks, SPIT and DoS attacks express
completely different goals and objectives. SPIT, aims at passing some sort of information
(related ® money, medicine, jobs, etc) to the recipients without their consent. However, DoS
attacks are generated with the intent of disturbing legitimate traffic, potentially rendering any
given networkbased service useless. As SPIT is also sent (or genenmatiewalk; it might be
possible that this huge volume of SPIT might reach a level where it becomes some kind of
denial of service attacks.

Although SPIT has not yet been dispersed in professional environments with financial and
marketing motives, we will gpect (in the future) to see variations of the classical DoS
headache. Most notably will be the early media phenomenon.

As depicted irFigurel, an early media DoS occurrence will be divided into two destinations:
Through domain proxy (or rogue proxy) and the direct target teusacs (local domain
policies will apply). Sending high volume of precorded messages to either of the
destinations will result in high bandwidth consumption, choking network resourceshen
expeditiously causing loss of service.

1Link] - http://www.sans.org/top20/
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Figure 1: Early Media techniques

By wutilizing trends a il seuatiore it is easy t® sirawf theo m t
conclusion that viruses will see its growth through-yett existing exploitations. In the

interest of reaching the massarked, dronaetworks might be assumed to start flourishing,

thus validating the aforementioned high volume ofqg@rded messages.

Lastly, we will also see SIP transactions being mapuwadéfted into templates, and then used

for automated outbound calls. If we make the assumption that not all these transactions are
correctly implemented according to RFC 3261 [RFC3261] and applicable extensions, CPU
cycles in enepoints or proxies mightx@erience a considerable increase, again causing loss
of service.

2.2 Intra and inter domain spit handling

The trajectory for Voice over IP versus PSTN usage is expected to reach in the 90 percentile
by 2009 in favor of VolP, and by that implying the need dogreater, more robust VolP
infrastructure. The original VoIP pretext since inception was to function according to the open
island model from the-enail world. With the rise of new islands all over the world, there is
now a general consensus for a neédrederationSto create and sustain peering between
domains. Certain prerequisites must be clearly defined and strictly upheld for this to be
effective. This section will, on a high level, cover the most common ways to limit SPIT
incidents within own doma and between direct peering domains.

Having a strong local domain infrastructure is a priori principle for controlling and
maintaining enepoints, and verifying the validity of these. Enforcing a strong identity
[RFC4474] policy will provide the buildop blocks, consequently paving the way for added
security means between Member I slands (AMIO)
between providers, transport methods, trust relationships, and defined routing are some of the
vital placeholders. Now & have established communication with the means to identify end
point users in own domains as well as from t

Federation: Cluster of peering | TSPb&s
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The SPIDER framework has outlined a set of consecutive modules, which will iterate the
preceding one, and a selectiortloése will play the bigger part in performing the actual inter
domain SPIT recognition patterns. MI 6s must
the domairtraversal should be, and a solution would be to share whitelists and blacklists.
Each domai will maintain their own global whitéblacklist, and these are compared when a

call is initiated from external Islands. This will be easily extended to other domain policies,
and can be weighted according to trust relationships.

2.3 Overview of the SPIT soltions evaluation

In order to fight SPIT phenomenon several &8RIT mechanisms have been proposed that
adopt techniques used in the email spam paradigm. Furthermore, some of them appear to be
the basic blocksnodules of more sophisticated aS®IT arclitectures that have been pro

posed in the literature. The most important techniques, nowadays, are: black, white and gray
lists, content filtering, challengesponse schemes, consbased approaches, reputation
based mehanisms, SIP addresses managemaedt chargingoased mechanisms. Hence, in

the next paragraphs, we present the most importantS&ili architectures that ¥a been
proposed so far with an eye towards their applicability and feasibility for fighting SPIT.

2.3.1 Anti-SPIT mechanisms
2.3.1.1 Anonymou¥/erifying Authorities

This technique, presented [lDRO05} i's basedbankda dictmdrmhme and t}
two entities, namely: (a) the Mediator and (b) theoAynous Verifying Authority (AVA).

The proposed mechanism ties to gae SPIT by aanymously blocking unwanted calls

through AVA and the Mediator. Thus, in the case of not call establishment, the caller is not
aware of the exterce of the callee.

2.3.1.2 NetworkLevel AntiSpit Entity

A networklevel entity, placed in the edge of thewetk, is proposed ifMAT06]. The role of

this entity is to analyze the transmitted SIP packets, and to detect SPIT according to specific
detection criteria. By using these eria, a weighed sum is introduced, namspitLeve)

which functions as a thrbsld. If the spitLevelis exceeded spdic actions are péormed
depending on the polimanes adopted by the cal

2.3.1.3 Reputation and Charging

The work in[REBO06] proposes two techniques for handling SPIT. The first is based on
reputation buds trust within different SIP communities and uses the resulting trusbriest
for detecting SIP spam. The second is aardrof the payment at risk proposal.

2.3.1.4 DAPES

In DAPES (Domairbased Authentication and Poli&nforced for SIP), any SiBased
conmunication passes through two stages of verification; namely, verification of the qalé s
identity, and mtual auhertication of the partigated proxies alongside with nication of

the odbound proxy[SRI04].

2.3.1.5 Progressive Multi GrayLevelling(PGM)
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The PMG, proposed ifDONO06], stems from the arBPAM graylisting concept. For that

reason, it calculates andsagms a non permanent gray level for each caller, in order to check

if a message is SPIT or not. This level is aoldted based on pvéous call patterns of a
particularcdl er . Depending on t haiondaeevakdnd0s val ue, ap

2.3.1.6 Biometric countermeasure

In [BAUO6], the authors propose the wuse of gl ob.
personal data; they select oitr i ¢ dat a, such as a personds v
the concept of binding identities to persons thanoachange globally.

2.3.1.7 RFC 4474

An enduser authentication scheme is discussed in RFC @RH24474] based on Public Key

Infrastrucures (PKI) and Certificate Authorities (CA). tAbugh this approach is not oriented
specifically for SPIT handling, the identity mibol mechanism is useful for controlling SPIT.
For idertity control, two new SIP header fields have been proposed.

2.3.1.8 SIPSAML

The Security Assertion Markup Language (SAML) is used for the expression of security
assertions, such as thantication, role membership, or permissions.[T8C06} a new
approach using SAML for SIP authentication andhatization through assed traits is
proposed. The albrs aim at a strict identity control accomplishment, in order to prevent
spiters change their identity fraenty.

2.3.1.9 Differentiated SIP

In [MADO6], an extension to SIP is proposed, called Difféeded SIP (DSIP). Itries to
handle SPIT through the ckfcation of callers into three categories of listsmely: white,

who are legitimate callers, black, who are spitters, and grey list, who are not yet recognized
classified. Though this clas$ication the handhg of calls is conducted according. When the
caller is wnknown, a hman verification test is imposed, in order to prove that she is not a bot
machine.

2.3.1.10 VoIP Seal

This concept, presented in [NICO], is a tstage system: The first stage has invisible
modules and the secondtéracting ones. Each module of the first stage contributes a score in
[-1,1], where high score correspond to a highbphality that the call is SPIT. Each module is
as®ciated with a weight, and the final score is compared twith thresholds. If the score is
higher than the lower thrhsld, then the call passes to the second staglelle® which could

be a Turing test; otherwise the call igeted.

2.3.1.11 Voice Spam Detector

The Voice Spam Detector (VSD) [DANO5] combines mamgi-SPIT approaches. The sys

tem is a multistage SPIT filter based on trust angutation, and uses feedbacks between the
different stages. Pserce filtering, the first step, depends on the current status of the callee.

The next step, that is theaffic pattern fiter, analyzes the rate of incoming calls. This step is
folowed by t he whit e/ bl ac kinglisithe fowth step,iwherea calil is g . B
checked regarding the behavior of the participatediestiFinally, repudion tecmiques are
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used to check the acceptance of a call based on sdata@mehips that an endiser maitains
with other enties in the VolP envonment.

2.3.2 Evaluation

In order to evaluate current a®8PIT mechanisms and techniques we haweseh several
guanttative and qualitative criteria [MARO7]. Based on these criteria, we argue that the
effectiveness and applicability of the proposed-&RIT mechanisms is judged as not
adequate. In the next paragraphs we present the identified ontekeain Table1 we depict

the compliance of the proposed a&RIT techniques to these criteria.

e Percentage of SPIT calls avoideHow many SPIT call aémpts have beedertified by
the antiSPIT mechanis?

¢ Reliability. The preision of making the right adjtreents about SPIT calls and callers, in
terms of false psitive and negative rates.

e Promptitude. Due to the realime nature of VoIP, quick decisions regarding SPIT
detection are a majorgairement, especially whend@imate calls are analyzed.

eHuman Interference. This metric r@resents the tranagency of the amBPIT
mechanisms to the endser.

e Resources Overhead for the SIP provid&IP providers should estimate the required
resouces for the implmentation of the mechanism.

¢ VVulnerabilities. This parameter refers to thepadility of a spitter to bypass any of the
antispit countermeasures.

e Privacy Risk. This criterion is associated with the lestion, manipulation, and
dissemination of priate data.

e Scalability. This is an important criterion, since VolP wetks grow fast. Scalability
should be condered when authentication is involved [RFC447dihce PKI and CA
might need to establish complex crasstificaion chains, or reputations and assertions
are used [REBO6].

A set of additional criteria that might apply to all posed mechanisms¢lude:
¢ Adoption: This parameter corresponds to the success of theSRITi countermeasure,

and apends on the effoit takes for an endiser, or a provider, to begin using it.
¢ Availability. It denotes the increase in the availability of network, computing, memory, or
human resources when pesiting, detecting or handling spit counteaswres aply.

"a .
0 =
Criteria S T n
o8 2| 8,88 £ | 3
85| 2 | 2 51883 53 |2 | 2| ¢ | £
S&| 5 8 | go|528 ¢ & | 3 2 | 8
. O n o IS £t 91 o 2 © Ly Q =
Anti-SPIT 52| o | & |52(8%8q S| 2| 8| 8| T
Mechanisms oo o o IS | xOown > o N < b3
AVA 1 1 1 1 1 1 1 1 I 1
Anti -Spit Entity X X X T X T T T 1 1
Reputation/Charging 1 1 1 1 1 1 1 1 1
DAPES 1 ] ] ] ] X 1 1 I I
PMG X T X 1 1 X 1 1 I I
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Biometrics
RFC 4474
SIP SAML
DSIP

VolIP Seal
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Table 1: Compliance of antiSPIT mechanisms to qualitative and quantitative criteria

The above table presents those SPIT mechanisms that measure, estimate or just mention the
aforementioned criteria. It must be pted out that the results of our analysis have not been
based on which criteria eacheamanism could, should, can or may fulfill, but we rather
provide the exdtence of each criterion inthe mechaas ms 6 descr i pti on.

For instance, in the description ooWP Seal mehanism [NICQO], it is mentioned that the
particular mechaem is intrusive for the end user, as there is arracteve part requiring

user 6s feedback. | rstimatel hfow iatrusive this mexchanismes ordnot, n ot
but we emphasize that there are infoation in the dscription of the mechanism that could

help someone value accordipnghe particular criterion, namely Huan Interference. Finally,
regarding the wvulnerabilities criterion we must engi® that we only focus onhé
vulnerabilities coriderations that theuthors take into account, wier these are few or

many.

2.3.3 Innefficiency, Complexity and Dependency

Taking into account the aforementioned table, one can conclude that the currSRIanti
mechanisms are somehanefficient to address the majority of evaluation criteria. More
specifically, most of them try to satisfy only some straightforward criteria of ST
identification and handling, while they ignore more sophisticated ways of handle SPIT such
as the wsability, and the overall adoption parameters. Finally, most of the proposed
mechanisms are quite complex and use several building blocks that are adopted from the
email antispam paradigm, thus making the overall applicability more difficult in a red® Vol
environment.

2.4 Major current issues in SPIT
2.4.1 Protocol/software vulnerabilities

Voice over IP (VolP) is the technology which supports voice and instant messages
communications by exploiting the Internet infrastructure in conjunction with protocols such
asSIP [SIP3261], RTRRTP1889, etc. Besides the obvious advantages of VolP, the use of
the Internet as the underlying infrastructure might introduce many threats and vulnerabilities.
Several of these threats and vulnerabilities are related to mail spaonpdreon, which in the

case of VolP context has been identified as Spam over Internet Telephony (SPIT) [ROSO06].
In the next section the most important threats and vulnerabilities regarding SPIT phenomenon
is presented.

Generally speaking, the majority oformputer attacks usually take place through the
exploitation of a set of vulnerabilities. Malicious users typically follow certain methodologies,
often employing serially interconnected attacks in order to achieve their goal [MEHO06]. In the
spam context, fo example, a corresponding methodology is to first gather a list of mail
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addresses, then to prepare the spam message and, at the end forward the message to the
intended recipients. Therefore, an in depth analysis of the techniques and methods used by
attak er s is a critical step for the protectio
future attacks, together with the vulnerable points, which are identified after an attack, can be
used for the prevention of similar future attacks, as well asésigding and implementing a

reliable and adequate countermeasure to handle them.

In this context, and regarding the SPIT phenomenon we argue that it is important to
comprehensively study the SIP protocol vulnerabilities in order to better handle andrcount
SPIT attacks. More specifically, in order to better implement a reliable and effective anti
SPIT mechanism we should recognize all the SPIT related SIP threats and vulnerabilities.

So, the threats and vulnerabilities that we have identified arsif@dsinto four categories,
namely: (a) threats due to SIP protocol vulbdrges, (b) threats due to the SIP protocol
optional reconrmerdations, (c) threats due to interoperability with othertgrols, and (d)
threats due to other (gan® sewrity risks [DRIO7].

The next table summarizes the most important threats and vulnerabilities,

Threats Category Description Recognized Threats
V Sending ambiguous requests to
proxies

V Listening to a multicast address
VPopul ation of

V Contacting a redirect server with
Exploit a madatory characteristicc ambiguous requests.

in the description of thetructure |V Misuse of stateless servers

Threats due to SIP
protocol vulneabi

lities and functionality of the SIP V Anonymous SIP serverand
protocol. B2BUAs.
V Sending messages to multicast
addresses

V Exploitation of forking proxies
V Exploitation of messages and
header fields

SI P6s Opt i Exploit optional recormendations V Exploitation of registrars servers

commendations of the SIP protocal.
Interoperability with | Exploit weaknesses of protocols VEx pl oi t ati on o1
other protocols used by SIP address resolution procedures

V Monitoring traffic near SIP serve

V Port scanning on Wieknown SIP
ports

V Proxy-in-the-middle

V Exploitation of the recordoute
header field

Other Security Risks| Exploit secuity weaknesses

Table 2: SIP threats and vulnerabilities

2.4.2 Fake identities and anonymity

One of the main reasons behind the persistence of the spam activities dgficulty to
determine the origins of calls and messages. This can be achieved by using spoofed IP
addresses or anonymity services.
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The identity claimed by a spammer as well as the claimed domain might be some fake data or
represent some informatioalated to another domain that has nothing to do with spam. One
of the most difficult problems in dealing with spam is the inability to determine accurately
who sent the message (or the call) and how it was routed in the Internet. Without a strong
authentcation mechanism, these lists can harm more than help in spam detection especially
that entire domains may be blocked even if they are not guilty.

The VolIP technologies also allow the users to utilize aliases and anonymity services.
Anonymity is a way ofprotecting private data such as SIP URI and phone number. When
anonymity is employed, the recipient is unable to identify the origin of the incoming calls.
This service that should be used for protecting the private users data, can unfortunately be
usedfor carrying out spit activities. This can be achieved simply by using the anonymity
service when generating spit requests.

2.4.3 Insecure Third-party relays

A way for spiters to hide their identities is to take advantage of SIP open relay servers. A SIP
openrelay is a SIP proxy that accepts unauthorized third party relays of SIP messages even
they are not destined to its domain. These relays could be used by spiters to route large
volumes of unwanted SIP messages without being detected.

SIP open proxies aranother kind of thirgbarty relay, however, they are not specifically used
for SIP, they could also route some other protocols requests.

Spiters are able to locate accessible thady SIP servers by using free available automated
tools. By relayingnstant messages or calls through several open relay SIP proxies at the same
time, it is possible to flood the SIP network with large amounts of spit calls in a very short
time before being detected.

2.4.4 Automated SPIT

These are equipments or software themagate calls and send messages automatically. Any

SIP client that can be configured to generate a huge number of simultaneously calls can be
used for this purpose. The SIP testing tool SIPp can be used as an example of these automatic
generators. These tmatic tools may be used alone or with other equipment such as
Interactive Voice Response (IVR) to deliver ypeeorded voice messages to the chosen
recipients. Figure 2 describes a scenario where the spam in&ion consists of a recorded

audio file that will be played once the recipient picks the phone to answer. One can note that

the call session in this case is initiated by a third party. In SIP, this functionality could be
provided by the REFER method [RFA35] i f it i s supported by tF
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Figure 2: SPIT generated by automats

Let us mention that an efficient way to deal with the spit automat problem is to use the
challenge/response mechanism or the audidyaea which are going to be discussed later
on.

2.4.5 Human beings spiters

Telemarketing is a way for advertising products and offer services. It is common that
companies and organizations use professional telemarketers or call centers to make phone
calls andsend messages to potential customers on their behalf. The phone calls here could be
PSTN or VoIP based. We mentioned in the previous deliverables (D2.2 and D2.1) that PSTN
was the main tool used by spammers to carry out their activities and Voice oxulP

was the potential carrier for spam in the future because of the convergence of voice and data
provided by this technology. Although, this spam category (generated by human beings) is
alsoannoying and frightening, its impact is very limited if wergaare it with the impact of

the spam generated by automafm the other side, the use of white and black lists or
reputationbased techniques can be an efficient way to mitigate this kind of spit activities.

3 Architectural subsystems and components

This sction provides an overview of the aspit architecture that SPIDER intends to
develop. The objective is to give a general idea of what is each architectural component for,
and the functionalities it provides. As for the details, they will be providethennext
deliverable (i.e D3.1).
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3.1 Generic architecture description

The objective of this document is to define a common architectural view for thepdnti
solutions. This generic vision follows a modular approach and hence will ensure the
following,

A
A

A

incorporation of newly detection mechanisms in response to the emergence of new
SPIT forms activities

seamless replacement of spit detection mechanisms without harming the overall
architecture

flexibility of the suggested solution to be adjusted to tlwvigers requirements. This
means that for a provider whose customers do not want to be challenged, this provider
can use the audio analyser (or another technique) as a substitute.

Therefore, our design approach lies in the introduction of two basisjayer

A

Detection layerthe main task of this layer is to test the received SIP requests against
some predefined rules describing the spam behaviour. This layer consists of one
module or several ones that operate in general in a separate fashion. Theofesults
these tests is passed to the Decision point which will integrate the received results
from the different modules and decide whether the SIP request (or the call) under
consideration is spit or not. Some concrete examples of modules will be discussed in
section3.1.1

Decision layerithe main task of the Decision Point is to receive the results of the tests
performed by the detection modulesas mentioned earlier , combine them, and
classify the intercepted requestssait or not. The Decision Point could be either an
independent component or just a functionality collocated with another component in
our architecture. One way for combining the test results assumes that a score is
assigned to each test. By combining ehesores together in an appropriate way, a real
number is generated and compared to adefmed threshold. If this number is greater
than the threshold, the SIP request is classified as spit. In the opposite case, the request
is classified as non spit.mdther way of combining the tests results is to use them in a
sequence. In other words, if the detection modules are organized in the sequence, and
if the test corresponding to the first module is negative, a next test is performed,
otherwise, the receiverkquest is classified as spit. For this kind of combination, a
simple script can be used. A third way would be to build a decision tree in
dependency of which modules exists. The tree could be described in a scripting
language where the scripting engimaversals the tree, calls every Anti Spit module
until a final decision is made. This solution adds more flexibility how to handle the
results of each module and opens the ability of interaction between the modules. But
this also adds more complexity toetwhole system and makes it more difficult to add

or remove modules to the system.

The architecture we are describing is depicte#igure 3. The SIP server is the component

that intercepts the SIP requests gakses the corresponding information to the Decision
Point which in turn triggers the spit testing and takes a decision according to the
corresponding results. The decision information will be passed back to the SIP server which is
going to forward furthethe request or to reject it.
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Figure 3: Anti -spit generic architecture

3.1.1 SPIT module examples

Here, we provide a nonexclusive list of spit detection modules that can be used for building
potential antispit solutions.

3.1.1.1 Authentication module

One of the major reasons behind the persistence of spam is the use of spoofed identities. In
such activities, receiving responses to the sent messages or to the established calls is not the
main target. As a consequence, packets with fepdoaddresses are suitable for such attacks
especially that they are more difficult to filter since each spoofed packet appears to come from
a different address and, thus, the true identity of the spammer is kept hidden.

The authentication module simplims at enhancing domain verification for the -z

solutions. This module tries to identify senders by the set of SIP servers they use to send their
requests. The idea behind the domain verification techniques is to get some information from
thesende6s domain that helps to verify that thi
As a consequence, a SIP message issued, apparently, from iptel.org could not be sent by a
user outside iptel.org. The solution adopted here is described in RFC 44744RFCWe

assume in this technique that there is a trusted third party that is able to issue certificates,
which could be in particular acquired by the SIP proxies in the network. To be more concrete,
this technique works as follows,

A Before being able testablish a call, the caller needs to authenticate himself against
the SIP proxy of his domain

A If the authentication succeeds, the SIP proxy in the caller domain computes a hash
(using its private key) on some header fields of the SIP message and imseetsut
as a new header field (callddentity headéerin the same SIP message. The SIP proxy
also creates a second header field (callédntity-info) and inserts the URL of the
certification authority in it. After that, the SIP message is forwarddtdr.

A When the SIP proxy on the callee side, receives the SIP message, it uses the URL
within thefdloddnteiltdy to retrieve the publ
originating domain. This key is used to verify the signature that the origingtihg
proxy has inserted in the forwarded SIP message.

3.1.1.2 White/Black lists module
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These lists were already discussed in details in the deliverable D2.2. A spit black list is a list
of IP addresses and domains of known spit users and servers. In praatkdists are used

to block all SIP requests coming from certain SIP servers identified as being used to send
spam.

White lists are the opposite of blacklists. They involve trusted IP addresses and domains that
are always allowed to establish calls @eemd instant messages, no matter what the content is.
White lists allow calls and Instant messages coming from a trusted provider to come through,
however, they do not provide a solution for blocking spit. These lists require constant
maintenance to be ke effective. If they are not properly maintained, the risk of losing
legitimate calls and Instant Messages is high.

The white/black lists can be simply setup by allowing the users or the administrators to set
lists either of users that they are allowedcontact the list owner or the users (or domains)
that have to be blocked. In fact there are different ways for setting up these lists, some of them
will be discussed in more details in the deliverable D3.1.

3.1.1.3 Machine learning module

This module can beaised to automatically filter spit based on some machine learning
techniques.The SIP message can be considered as a bloc of text to which a learning algorithm
(decision tree, probabilistic approach, etc) could be applied. Because of the similarities
betweeremail and SIP instant messaging, this technique can be applied successfully to detect
spit instant messages. As for SIP calls, one can restrict himself to the SIP message header
because of the very useful data that it involves.

The SIP message header w@oms related information to thekekom» field, the «To » field,

the «Subject» field and some other data that might be valuable for detecting spit. The
learning algorithm, when applied to the SIP message header, may deal particularly with the
following situations,

¢ TheFromfield

%yacine@domain_name.com URI not valid: starts with %

1237@hotmail.com URI not valid: starts with numbers. P3
attention to the PSTN case

yacine@yahoo URI not valid: short domain name

Fokus.fraunhofer.de URI not valid: no @

@yahoo.com URI not valid: too short

¢ TheSubjectfield : Is this field empty. If not, which words are thengills, money, or
some other good indicato?s

¢ Is this request the first one from this u8er

¢ Number of blank lines in the SIP heade

As spit is often sent in bulk, a big number of the recipients URIs or IP addresses come from
old lists which are no longer in operation. Also, spitters might udietionary attaclke or
trying out local parts after the @» in order to build a lisbf their targets. As a consequence,






